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	Department: IT Infrastructure	
	Auditor: 
	Date:

	Process: IT Infrastructure Maintenance
	Name of the Person Audited: 

	INPUTS: IT asset inventory, network and server records, maintenance logs, information security policies, risk assessment records, and previous audit findings.
	OUTPUT: Audit report documenting conformity, nonconformities, risks, and corrective actions
	OBJECTIVES: To verify the adequacy, maintenance, security, availability, and continuity of IT infrastructure and information assets in accordance with applicable information security requirements.

	Purpose:
To verify the availability, adequacy, maintenance, security, continuity and documented control of the University's IT infrastructure. The auditor shall interview the responsible personnel, inspect selected assets and facilities, sample records/logs, verify evidence references, and record findings. A 'Yes' response must be supported by objective evidence.
SCOPE: ERP, Student Information System, examination system, LMS/Moodle, University website, email, Active Directory, Wi-Fi, LAN, firewall, servers, storage/NAS, CCTV/NVR, biometric and attendance systems, library, admission, finance and HR systems, cloud services, backup systems, end-user devices, switches, routers, UPS and server/data-centre facilities.
Audit method – use for every question
ASK → ASK FOR EVIDENCE → VERIFY → RECORD RESPONSE. Read the relevant question from the source questionnaire, ask the IT team to explain the current practice, request the actual record/system/configuration, compare the evidence with the requirement, and then record the result. A verbal assurance alone is not objective evidence.
Audit particulars and rating guide:
	5 – (90–100%)
	4 – (75–89%)
	3 – (60–74%)
	2 – (50–59%)
	1 – (Below 50%)

	Excellent
	Very Good
	Good
	Average
	Poor


For the detailed compliance checklist use: C = Compliant; PC = Partially Compliant; NC = Non-compliant; NA = Not Applicable. Record the rating (1–5) separately for each major audit area. Do not award compliance without evidence.



				
1. Stock Register (IT Infrastructure)

	Verification points
	Rating (1–5)
	Evidence / Observation
	Action required / Owner / Due date

	Verify asset register, unique asset ID, description/specification, make/model, serial number, purchase date/value, warranty/AMC, location, assigned user/custodian, status, movement/transfer and periodic physical verification.
	


	


	




2. PC / Hardware Maintenance
	Verification points
	Rating (1–5)
	Evidence / Observation
	Action required / Owner / Due date

	Inspect sample desktops/laptops/printers/peripherals; preventive maintenance schedule; breakdown/service tickets; repair history; antivirus/endpoint protection; patching; hardware health; warranty/AMC; user acknowledgement.
	


	


	




3. UPS Back-ups
	Verification points
	Rating (1–5)
	Evidence / Observation
	Action required / Owner / Due date

	Verify UPS inventory and capacity, battery condition/age, load coverage, runtime test, preventive maintenance, service reports, alarms, earthing and backup test records.
	


	


	




	


4. Server Back-ups
	Verification points
	Rating (1–5)
	Evidence / Observation
	Action required / Owner / Due date

	Verify backup policy, scope/frequency, automated job logs, success/failure monitoring, off-site/immutable copy where applicable, retention, access restriction, restore testing and recovery records.
	


	


	




5. External Audit for IT Laboratories
	Verification points
	Rating (1–5)
	Evidence / Observation
	Action required / Owner / Due date

	Verify external/independent IT laboratory audit reports, scope, date, observations, risk grading, corrective action plan, closure evidence and follow-up.
	


	


	




6. E-waste Maintenance
	Verification points
	Rating (1–5)
	Evidence / Observation
	Action required / Owner / Due date

	Verify e-waste inventory, segregation and secure storage, disposal through authorised recycler/vendor, handover/collection records, certificates, data sanitisation and compliance records.
	


	


	







	 S.No
	Audit question / requirement
	Response
C/PC/NC/NA
	Evidence reference / observation
	Corrective action, owner & target date

	
	Context of the Organization

	1
	Has the organization determined external and internal issues that are relevant to and affect the Information Security Management Systems (ISMS) ability to achieve its intended outcomes?
	
	
	

	2
	Has the organization identified interested parties relevant to the ISMS, their relevant requirements and which of these will be addressed by the ISMS?
	
	
	

	3
	Has the organization determined the scope of its ISMS?
	
	
	

	4
	Has the organization established, implemented, maintained, and continually improves an ISMS 
	
	
	

	
	Leadership

	5
	Are the objectives of the ISMS compatible with the organization's strategic direction and mission?
	
	
	

	6
	Is an Information Security Policy available and appropriate to the purpose and context of the organization and does it support the strategic direction of the company?
	
	
	

	7
	Has the organization's top management established (and are they supportive of,) a mechanism for communicating responsibilities and authorities for roles relevant to information security within the organization?


	
	
	

	S.No
	Audit question / requirement
	Response
C/PC/NC/NA
	Evidence reference / observation
	Corrective action, owner & target date

	
	Planning

	8
	Has organization defined and applied an information security risk assessment process?
	
	
	

	9
	Has the organization produced a Statement of Applicability (SoA)?
	
	
	

	10
	Has the organization established information security objectives at applicable functions and levels within the business and are they consistent with the Information Security Policy?
	
	
	

	11
	When the organization determines the need for changes to the information security management system, are the changes carried out in a planned manner?
	
	
	

	
	Support

	12
	Has the organization determined and does it provide the resources needed for the establishment, implementation, maintenance, and continual improvement of the ISMS?
	
	
	

	13
	Has the organization determined the necessary competence of person(s) doing work under its control that affects its information security performance?
	
	
	

	14
	Are the organizations employees made aware of the Information Security Policy?
	
	
	

	15
	Has the organization determined the need for internal and external communications relevant to the ISMS?

	
	
	

	S.No
	Audit question / requirement
	Response
C/PC/NC/NA
	Evidence reference / observation
	Corrective action, owner & target date

	16
	Does the organization's ISMS include documented information as required by ISO Standards?
	
	
	

	17
	Is documented information required by the ISMS controlled?
	
	
	

	
	Operation

	18
	Has the organization planned, implemented and does it control the processes needed to meet requirements, and to implement the actions determined in Clause 6 (Planning)?
	
	
	

	19
	Does the organization perform information security risk assessments at planned intervals or when significant changes are proposed or occur?
	
	
	

	20
	Has the organization implemented an information security risk treatment plan?
	
	
	

	
	Performance evaluation

	21
	Has the organization determined what needs to monitored and measured, including information security processes and controls?
	
	
	

	22
	Does the organization conduct internal audits of their ISMS at planned intervals?
	
	
	

	23
	Has the organization planned, established, implemented and does it maintain an audit programme(s), including the frequency, methods, responsibilities, planning requirements and reporting?

	
	
	

	S.No
	Audit question / requirement
	Response
C/PC/NC/NA
	Evidence reference / observation
	Corrective action, owner & target date

	24
	Does the organizations top management review the organization's ISMS at planned intervals to ensure its continuing suitability, adequacy and effectiveness?
	
	
	

	25
	Do the results of management reviews include decisions related to continual improvement opportunities and any needs for changes to the ISMS?
	
	
	

	
	Improvement

	26
	Does the organization continually improve the suitability, adequacy, and effectiveness of their ISMS?
	
	
	

	27
	When a nonconformity occurs, does the organization react to the nonconformity, and as applicable take action to control and correct it?
	
	
	

	
	ORGANIZATIONAL CONTROLS

	28
	Has an Information Security policy and topic-specific policies been defined, approved by management and published?
	
	
	

	29
	Has the Information Security policy and topic-specific policies been communicated to and acknowledged by relevant personnel and relevant interested parties?
	
	
	

	30
	Are the Information Security policy and topic-specific policies reviewed at planned intervals and if significant changes occur?
	
	
	

	31
	Is information relating to information security threats collected and analysed to produce threat intelligence?

	
	
	

	S.No
	Audit question / requirement
	Response
C/PC/NC/NA
	Evidence reference / observation
	Corrective action, owner & target date

	32
	Does the organization categorize threats at the strategic, tactical and operational levels?
	
	
	

	33
	Does the organization share threat intelligence with other organizations on a mutual basis in order to improve overall threat intelligence?

	
	
	

	
	PEOPLE CONTROLS

	34
	Are background verification checks carried out prior personnel to joining the organization?
	
	
	

	35
	Are background verification checks carried out on an ongoing basis to take into consideration applicable laws, regulations and ethics?
	
	
	

	36
	Are background verification checks proportional to the business requirements, the classification of the information to be accessed and the perceived risks?
	
	
	

	37
	Do personnel and relevant interested parties receive appropriate information security awareness, education and training?
	
	
	

	38
	Do personnel and relevant interested parties receive regular updates of the organization's information security policy, topic-specific policies and procedures, as relevant for their job function?
	
	
	

	39
	Does the organization take action against personnel and other relevant interested parties who have committed an information security policy violation?
	
	
	

	S.No
	Audit question / requirement
	Response
C/PC/NC/NA
	Evidence reference / observation
	Corrective action, owner & target date

	40
	Have confidentiality or non-disclosure agreements reflecting the organization’s needs for the protection of information been identified and documented?
	
	
	

	41
	Are confidentiality or non-disclosure agreements regularly reviewed?
	
	
	

	42
	Are confidentiality or non-disclosure agreements signed by personnel and other relevant interested parties?
	
	
	

	43
	Have security measures been implemented for personnel who work remotely?
	
	
	

	
	TECHNOLOGICAL CONTROLS

	44
	Has the organization implemented protection against malware?
	
	
	

	45
	Is the organizations approach to malware protection supported by appropriate user awareness?
	
	
	

	46
	Is information about technical vulnerabilities of information systems in use obtained?
	
	
	

	47
	Does the organization evalute their exposure to technical vulnerabilities and take the appropriate measures?
	
	
	

	48
	Have configurations, including security configurations, of hardware, software, services and networks been established, documented and implemented?
	
	
	

	49
	Are configurations, including security configurations, of hardware, software, services and networks monitored and reviewed?
	
	
	

	S.No
	Audit question / requirement
	Response
C/PC/NC/NA
	Evidence reference / observation
	Corrective action, owner & target date

	50
	Does the organization monitor networks, systems and applications for anomalous behaviour evaluate potential information security incidents?
	
	
	

	51
	Does the organization take the appropriate actions when information security incidents are identified?
	
	
	



Audit Findings and Corrective Action Plan:

	S.No.
	Finding / non-conformity / observation
	Risk
(H/M/L)
	Evidence ref.
	Corrective / preventive action
	Responsible person
	Target date / closure

	


	


	


	


	


	


	



	


	


	


	


	


	


	



	


	


	


	


	


	


	



	


	


	


	


	


	


	






	Department: IT Infrastructure	
	[bookmark: _GoBack]Auditor: 
	Date:

	Process: IT Infrastructure Maintenance
	Name of the Person Audited: 

	INPUTS: IT asset inventory, network and server records, maintenance logs, information security policies, risk assessment records, and previous audit findings.
	OUTPUT: Audit report documenting conformity, nonconformities, risks, and corrective actions
	OBJECTIVES: To verify the adequacy, maintenance, security, availability, and continuity of IT infrastructure and information assets in accordance with applicable information security requirements.

	Notes/ Objective Evidence: (e.g. Inspected Documents/ Audit observations/Result of interview)
	Evaluation

	AUDIT SUMMARY 
	Audit area
	Rating (1–5)
	Key observations
	Status / follow-up

	IT asset & maintenance
	
	
	

	Backup, power & continuity
	
	
	

	ISMS / information security
	
	
	

	Overall audit conclusion
	
	
	



	











	Department: IT Infrastructure	
	Auditor: 
	Date:

	Process: IT Infrastructure Maintenance
	Name of the Person Audited: 

	INPUTS: IT asset inventory, network and server records, maintenance logs, information security policies, risk assessment records, and previous audit findings.
	OUTPUT: Audit report documenting conformity, nonconformities, risks, and corrective actions
	OBJECTIVES: To verify the adequacy, maintenance, security, availability, and continuity of IT infrastructure and information assets in accordance with applicable information security requirements.

	Key Documents / Records to be maintained:
	1. IT Asset Register
2. IT Asset Physical Verification Register
3. IT Asset Movement Register
4. IT Hardware Maintenance Register
5. IT Repair and Service Register
6. AMC and Warranty Register
7. UPS Inventory and Maintenance Register
8. Server Backup Register
9. Backup and Restore Test Records
10. IT Lab Maintenance Register
11. E-Waste Register
12. Network Inventory
13. Network Diagram
14. Server Inventory
15. Firewall Configuration and Review Records
16. User Access Register
17. Privileged Access Register
18. User Access Review Records
19. Antivirus / Endpoint Protection Records
20. Patch Management Register
21. Vulnerability Assessment Reports
	22. Configuration Management Records
23. Change Management Register
24. IT Incident Register
25. Server Room Access Register
26. CCTV and Physical Security Records
27. Power, Generator and Environmental Maintenance Records
28. Information Security Policy
29. Risk Treatment Plan
30. Statement of Applicability (SoA)
31. Information Security Management System(ISMS) Objectives and KPI Records
32. Document Control Register
33. Information Security Awareness Training Records
34. Software and Licence Register
35. Service Desk / Helpdesk Register
36. IT Staff Roles and Responsibilities
37. IT Vendor and Cloud Service Review Records
38. Employee Confidentiality Records
39. IT Audit Evidence Index






C = Compliant; PC = Partially Compliant; NC = Non-compliant; NA = Not Applicable
IQAC Coordinator
Registrar
In-charge
 Auditor
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(Deemed to be University under section 3 of UGC Act, 1956)





